
Privacy Policy
Last updated: June 20, 2025

1. Introduction

FITFUN LIMITED (company number 15923379) , trading as Fitton, is the controller of your personal data for the 
Fitton application – a fitness and gamification platform built on Telegram. Our registered office is at 2nd Floor, 
College House, 17 King Edwards Road, Ruislip, HA4 7AE, United Kingdom . In this Privacy Policy, “Fitton,” “we,” 
“us,” or “our”refers to FITFUN LIMITED. We are committed to protecting your privacy and handling your personal 
information in a transparent and lawful manner. This policy explains what data we collect, how we use and share 
it, and your rights under UK and relevant EU data protection laws (such as the UK GDPR and EU GDPR).

No Data Protection Officer: Given our size and the limited scope of data we process, we have not appointed a 
formal Data Protection Officer. However, you can reach us with any privacy-related questions or requests at the 
contact information provided at the end of this policy. We take privacy seriously even without a mandated DPO.

No Sensitive Data Collected: Importantly, Fitton does not collect any special categories of personal data. We will 
neverask you to input health metrics, biometric identifiers, or other sensitive personal information, and we do 
not profile users for marketing or any automated decisions that have legal or significant effects. Fitton uses AI-
based pose estimation to analyze your exercises in real time, but this does not involve storing any images/
videos of you or collecting biometric identifiers – it’s purely used to give you feedback on form, and the video 
feed remains on your device (see Section 3 below) . We also do not engage in personalized marketing, and 
currently we do not send any promotional emails or in-app advertisements targeted to individual users.

2. Scope of This Policy

This Privacy Policy applies to personal information processed by us through the Fitton application and related 
services. This includes the Fitton Telegram Mini App (accessible via the Telegram platform) and any future 
platforms or services we provide, such as planned native mobile applications or web-based interfaces, unless 
those services come with a separate privacy notice. By using Fitton, you are also a user of Telegram; note that 
Telegram’s own Privacy Policy and terms govern your use of the Telegram platform itself. This policy only covers 
data that we process for operating Fitton. It does not apply to any third-party websites, services, or applications 
that you may access through Fitton (for example, if we link out to external fitness resources or you engage with 
the TON blockchain or other external platforms, as described below). We are not responsible for the privacy 
practices of Telegram or any other third parties, and we encourage you to review those third parties’ privacy 
policies separately.

Future Updates and Features: Fitton is an evolving platform. As we introduce new features or expand to new 
services (for instance, integrating new payment processors like Stripe or launching on iOS/Android app stores), 
those new features will generally be covered by this Privacy Policy. If any future feature entails a materially 
different use of personal data, we will update this Policy accordingly and notify you of significant changes. By 
continuing to use Fitton after such updates, you agree to the revised policy.

3. Data We Collect

We aim to collect only the minimum data needed to provide and improve the Fitton experience. Here is a 
breakdown of the types of personal data we collect and process:

� Telegram Profile Information: When you launch Fitton through Telegram, we receive your basic Telegram 
account details. This includes your Telegram user ID, display name (first and last name), username (handle), 
language, and your profile photo URL (if you have one and your Telegram privacy settings allow sharing it) . 
We do not receive your phone number or contacts from Telegram. Your profile image (if available) and 
display name may be used within the app (for example, to show your identity on leaderboards or in group 
challenges), but you have the option to hide your profile from public rankings if you prefer privacy�

� Device and Technical Information: Fitton automatically collects certain device and app usage data to ensure 
the app functions properly and to optimize your experience. This includes data like your device model, 
operating system version, app version, and device performance metrics . For example, knowing whether you 
are on an Android or iOS device and the OS version helps us ensure compatibility, and understanding your 
device’s performance class helps us tailor the AI features (like pose estimation) appropriately for your 
hardware. We may also log technical information such as your IP address and timestamps of app use, which 
are standard for server logs and help with security (e.g., preventing misuse or debugging issues). This 
technical data is collected automatically when you interact with Fitton�

� Fitness Activity Data: As a fitness app, Fitton processes data about your workouts and in-app activities. This 
includes the exercises you perform (e.g. which workouts or challenges you participate in), your performance 
metrics and scores (points earned, repetitions counted, challenge completions), progress towards goals, and 
achievements or league rankings you attain in the app. Crucially, this does not include any manually entered 
health statistics – for instance, we do not ask for or record your weight, heart rate, or biometric 
measurements. The activity data we handle is primarily gamified fitness data, like how many workout sessions 
you completed or your standing on a leaderboard. This information is associated with your account so that 
we can provide you with feedback, rewards, and a continuous experience�

� Camera and Pose Estimation Data: Fitton’s unique feature is AI-based pose estimation using your device’s 
camera to give real-time feedback on your exercise form. If you opt to use this feature, the app will access 
your device camera during workouts to analyze your movements. We do not record, store, or upload the 
videos or images captured by your camera to our servers . The video feed is processed on-the-fly, either 
locally on your device or transiently on our server (if necessary for the AI algorithm), solely to detect your 
pose and count reps. We immediately discard any video frames after processing. What we keep is only the 
analysis results (for example, that you performed X number of squats correctly, or feedback that your form 
needs improvement), not the actual footage. We also implement privacy-enhancing techniques: for example, 
future updates will offer features like automatic background blurring or face masking during your workout , 
so even while you see yourself on screen, identifying details can be obscured. These measures ensure the 
pose estimation feature does not compromise your privacy. (Note: granting camera access is required for this 
feature; you can always choose not to grant access, in which case you can still use Fitton by manually 
confirming your reps or using it in a limited mode.�

� Payment and Purchase Information: Fitton may offer in-app purchases and subscription features to enhance 
your experience. Currently, Fitton supports Telegram Stars as a way to purchase digital goods or premium 
features within the Telegram ecosystem . Telegram Stars are a virtual in-app currency provided by Telegram, 
and when you make a purchase or subscription in Fitton using Stars, the transaction is handled by Telegram 
(and, on mobile, through Apple App Store or Google Play in-app purchase systems). Fitton does not collect 
or store your financial card information for these transactions. We receive confirmation from Telegram or the 
app store that a purchase was made, along with details like your Telegram ID, the amount of Stars spent, and 
what was purchased, so we can credit your account with the appropriate digital goods (for example, 
unlocking a premium challenge or in-app items). In the future, we plan to introduce additional payment 
options, such as Stripe for credit/debit card payments in our standalone apps or website. If you choose to 
make direct payments via such processors, you may be asked to provide typical billing details (like name, 
card number, billing address) to the third-party payment processor (e.g. Stripe, Apple, Google). We will not 
store full payment card numbers or sensitive payment info on our systems; we may receive limited 
information such as a payment confirmation ID, last four digits of a card, or your country, which we’ll treat 
securely . All payment transactions will be encrypted and processed by the external provider under their 
security standards. We’ll update this Policy with any new payment methods we add�

� Blockchain and Token Data: Fitton is integrated with The Open Network (TON) blockchain and includes 
optional Web3 features. As a “move-to-earn” or “gym-to-earn” platform, Fitton may reward users with digital 
tokens, NFTs, or other crypto assets for achieving fitness milestones . If you choose to participate in these 
blockchain-based features, we might process certain data necessary to deliver these rewards. For example, 
we may collect your TON wallet address (a string of characters) if you connect a crypto wallet to receive 
rewards. We will associate that wallet address with your Fitton account to know where to send your tokens or 
NFTs. We do notcollect private keys or any access to your wallet – those remain under your control. We 
simply record the public wallet information you provide. Additionally, if a token reward is granted, we’ll have 
a record of the transaction (e.g. that your account earned X tokens on a certain date). Keep in mind that 
blockchain transactions are publicby design: when we send a token or NFT to your wallet, that transaction 
(including your wallet address and the amount of token) will be recorded on the public TON blockchain 
ledger, which is visible to anyone with access to the blockchain. While we consider wallet addresses 
pseudonymous, they can be linked to identities by others under certain circumstances, and blockchain data 
generally cannot be altered or erased. We just want you to be aware that by engaging with Fitton’s crypto 
features, some of your data will move into a public decentralized network. We will not publish any personal 
info on the blockchain beyond what is inherent (the wallet address and transaction details necessary). If you 
prefer not to have any data on-chain, you can simply opt out of these crypto reward features – using Fitton 
for fitness does not inherently require a blockchain transaction unless you want to claim those rewards�

� Communications and Support: If you contact us for support or feedback (for example, via email or a 
Telegram support chat), we will collect whatever information you choose to give us in that communication. 
This may include your contact details (like email address or Telegram handle) and the contents of your 
message or inquiry. We will use this information only to assist you and resolve your questions or issues. 
Similarly, if we ever run surveys, contests, or promotions and you voluntarily provide data to participate (like 
an email for a newsletter or a shipping address for a prize), we will collect and use that information for the 
stated purpose and under the terms provided at that time�

� Cookies and Analytics Data: Because Fitton is primarily accessed as a Telegram Mini App, it does not use 
traditional web cookies in the same way a website would. However, we do utilize analytics technologies to 
understand how users engage with our app. Fitton uses Google Analytics (or similar tools) to collect 
anonymous usage statistics, such as page views, session duration, and other performance metrics . These 
analytics tools may utilize device identifiers or similar tracking mechanisms within the app’s webview context 
to distinguish unique users and track aggregate trends. The data Google Analytics collects (like your device 
information and usage patterns) may be transmitted to and stored on Google’s servers (possibly in the 
United States) for analysis . We have configured Google Analytics to anonymize IP addresses where feasible 
and not to collect any precise personal identifiers. We use the insights from analytics to improve the app (for 
example, figuring out which features are most popular or if users encounter errors on certain screens). 
Additionally, Fitton incorporates the Telegram Analytics SDK – an analytics tool provided for Telegram Mini 
Apps. According to the SDK’s design, it does not collect or store any private user data; it tracks events like 
app launches, feature usage, and TON Connect interactions in an anonymous format . The information from 
the Telegram Analytics SDK is primarily used to help us optimize the app and also to contribute to 
Telegram’s Mini App rankings (Telegram may rank or showcase mini apps based on usage statistics, and they 
only require non-personal, aggregated data for this purpose ). Finally, if Fitton implements advertising or 
partners with ad networks in the future (see Section 5), those partners might use cookies or similar tracking 
tech to measure ad performance. We will provide you with relevant disclosures and choices if and when we 
introduce advertising features beyond the current scope.

Summary of What We Don’t Collect: We want to emphasize that we do not collect any of the following: personal 
health data (like weight, BMI, medical information), biometric identifiers (such as fingerprints, facial recognition 
data, or DNA), or any information about your race, ethnicity, religion, political opinions, or sexual orientation. 
Fitton’s goal is to keep data collection lean and strictly related to fitness gamification. We also do not knowingly 
collect data from children (see Section 10). If you ever notice a request for information in our app that seems 
unrelated or excessive, please let us know – it’s likely a mistake. We design our data requests to be minimal and 
obvious.

4. How We Use Your Data

We use the personal data we collect strictly for legitimate purposes in operating and improving Fitton. Under 
UK/EU data protection law, we must also have a valid legal basis for each use of personal data – these bases 
include performing our contract with you, our legitimate interests, your consent (in certain cases), and 
compliance with legal obligations. Below we explain how we use your information and on what basis:

� To Provide and Personalize the Service (Contractual necessity): We process your Telegram profile data to 
identify you and log you into Fitton (so you can have a persistent account and username in the app). For 
example, we use your Telegram ID and name to create your Fitton profile, and display your name/username 
in the app interface. We use your fitness activity data and pose estimation results to deliver core functionality 
– for instance, counting your reps, giving you real-time feedback on form, tracking your progress over the 
30-day challenge, awarding points and badges, and matching you with appropriate leagues or challenges. 
This processing is necessary to perform our contract with you (the Terms of Service of the app), meaning 
without this data, we cannot provide the Fitton app features you expect. We also personalize your 
experience, for example by remembering what workouts you’ve completed and tailoring the next challenge 
difficulty, or showing your character’s growth based on your data. Personalization in Fitton is functional, not 
marketing-driven – we’re adjusting the game to fit your performance, not profiling you for ads�

� To Enable Community Features (Contractual and Legitimate Interests): Fitton makes fitness fun by 
incorporating community and competitive elements. If you join a squad or participate in leaderboards and 
contests, we will use your data to enable those features. For example, we display your display name and 
profile picture (if you have one) on leaderboards or squad rosters so that other participants know who is 
who. We also show relevant stats (like points or rank) next to your name. Only minimal necessary information 
is shared this way – typically just your first name or username and your game-related stats. We do not 
expose any contact details or raw personal data to other users. This limited sharing is part of the service (so 
in that sense, contractually necessary), and it’s also in our legitimate interest and that of all users to foster an 
engaging community. However, we understand not everyone wants to be visible: that’s why Fitton offers an 
option to hide your profile from public view. If you activate privacy settings (such as a “Hide Profile” or 
similar toggle), we will exclude your info from public leaderboards or discovery features. You can still use the 
app privately. Also, while we may show a global leaderboard, no personal user content (like photos or videos 
of you) is ever publicly posted by us – any exercise videos stay private to you, unless you choose to share 
them yourself. We perform only minimal moderation of community interactions. This means we generally do 
not monitor or read user communications by default (in fact, Fitton does not have an open chat feature 
within the mini-app aside from structured inputs). We may intervene if we detect or are alerted to violations 
of our terms (e.g. cheating or inappropriate behavior in a community challenge), but there is no continuous 
human monitoring of your activity. This approach respects your privacy while ensuring a fair and safe 
environment�

� To Process Payments and Rewards (Contractual necessity and Legitimate Interests): When you make a 
purchase in Fitton (for example, buying a premium challenge or subscribing to a plan via Telegram Stars), we 
use the data about that transaction to fulfill your order. This means updating your account with the 
purchased item or status, and keeping an internal record of the transaction. The legal basis here is 
performance of a contract – we have to do this to deliver what you paid for. For instance, if you spend Stars 
to get a new avatar or extra features, we log that purchase and grant you access. Additionally, if you earn 
token rewards or NFTs through Fitton’s “exercise-to-earn” mechanics, we use your data to deliver those to 
you – e.g., using your wallet address to send the token. That’s obviously necessary to provide you with the 
rewards you’ve earned. We also might use purchase and reward data in aggregated form to analyze how our 
economy is doing (e.g., how many users earned a certain prize). In the future, if we integrate Stripe or other 
payment services for real-money purchases, we will use your data (like a purchase token from Stripe) to 
acknowledge and activate those purchases. We do not directly process your credit card info; that’s handled 
by third parties, but we keep a record of what was bought and by which user. Keeping transaction records is 
also in our legitimate interest for accounting and fraud prevention. We may use purchase histories to detect 
and prevent fraudulent use of the app (for instance, abuse of a payment system or refund fraud) – this is 
part of protecting our business and the in-app economy�

� To Analyze Usage and Improve the App (Legitimate Interests): We want to make Fitton better over time – 
more effective in helping you stay fit and more fun as a game. To do this, we analyze data about how users 
as a whole interact with the app. This includes using analytics data (from Google Analytics and Telegram 
Analytics SDK) to see things like which features are most popular, where users might drop off or get stuck, 
and what times of day the app is most active. We might also look at device info and performance metrics to 
identify technical issues (e.g., if users on a certain phone model experience a crash, or if a new OS update is 
causing compatibility issues). These uses of data fall under our legitimate interests – specifically, the interest 
of running and improving an innovative fitness service. We always balance this interest with your rights. 
Wherever possible, we use aggregated or anonymized data for analytics, such that it’s not tied strongly to 
any individual. For example, we might measure that “X% of users completed the 30-day challenge” or “daily 
active users increased by Y%,” without needing to know exactly which user did what. If we use third-party 
analytics like Google, we configure them to respect privacy (IP anonymization, etc.) as noted above. These 
analyses help us make decisions like adding a new workout type, improving a confusing interface, or 
boosting our infrastructure if we have higher load. They ultimately benefit the user experience. You have the 
right to object to certain data processing for analytics if it feels too invasive – see Section 8 on your rights – 
though note that basic aggregated analytics are generally considered low-impact�

� To Serve Advertising or Sponsorship (Legitimate Interests and Consent, as applicable): As of now, Fitton 
does not serve personalized ads to users. However, we may in the future include advertising content or 
sponsorships in the app to support our free offering (for example, displaying a banner from a fitness gear 
partner, or using Telegram’s ad platform to show sponsored messages). If we implement ads within Fitton, we 
will do so in a way that does not use your personal data for targeting unless legally compliant consent is 
obtained. In other words, we might show contextual ads (based on app context, like a general fitness 
category ad to all users) or use Telegram’s built-in advertising system which might rely on broad Telegram 
user segments. Any integration with advertising partners will be disclosed, and if required (for example, by 
law or platform rules), we will seek your consent for certain advertising cookies or trackers. Our legitimate 
interest is to generate revenue to sustain the app, but not at the expense of your privacy. If an ad network 
does collect data from your device through Fitton (such as device identifiers or interaction data) for things 
like frequency capping or measuring ad performance, we will ensure you are informed and able to opt out 
to the extent required. Section 5 will list third-party advertising partners (like Telegram Ads) we use. Rest 
assured, we do not sell your data to advertisers or any third parties . Any advertising or sponsorship usage 
of data will be handled in a privacy-conscious way and in compliance with applicable laws (including 
obtaining consent where needed, like for targeted ads or marketing communications)�

� To Communicate with You (Legitimate Interests or Consent): We may use your contact information (like your 
Telegram account or email, if provided) to send you service-related communications. These include important 
app notifications: for example, in-app alerts or Telegram messages about your account security, updates to 
this Privacy Policy or our Terms, reminders about an upcoming challenge if you opted in, or responses from 
support if you contacted us. Such communications are considered part of the service and are covered under 
legitimate interests (we have an interest in keeping you informed about the app’s operations, and you 
expect to receive such messages). We might also send you motivational messages or tips as part of the 
fitness experience – for instance, a bot message nudging you to complete today’s workout, or 
congratulating you on a streak. These are meant to enhance your engagement, but you can mute or disable 
non-essential notifications if you prefer. We do not send marketing emails or newsletters at this time. If in the 
future we launch a newsletter or promotional communications, we will only send those to you if you have 
consented to receive them (for example, by signing up or explicitly opting in). And you will be able to opt 
out at any time. We will never spam you with unrelated offers�

� To Ensure Security and Prevent Misuse (Legitimate Interests and Legal Obligations): We process certain data 
to keep Fitton and its community safe and secure. This includes using data like IP addresses, device info, and 
usage patterns to detect and prevent fraud or cheating. For example, if someone tries to hack our systems 
or artificially inflate their workout count, we may analyze logs and device identifiers to block that activity. We 
also enforce our Terms of Service – if a user is found engaging in prohibited behavior (like harassment in a 
community forum or exploiting a bug for unfair advantage), we might process their relevant data to 
investigate and take action (such as suspending the account). This is in our legitimate interest to maintain a 
fair, secure environment for all users. Additionally, we may process and retain data as needed to comply with 
legal obligations – for instance, keeping records of transactions for tax and accounting purposes, or 
responding to legitimate requests from law enforcement (as described in Section 5). If we are required by law 
to retain or disclose certain data, we will do so. When it comes to security incidents (like a data breach), if 
any personal data is involved, we may use your contact info to notify you and the appropriate authorities as 
required by law. We also take internal measures to secure your data (see Section 9 on Security). We want you 
to feel safe using Fitton, so we only use your data in appropriate ways to uphold that safety.

In summary, we use your information to run and improve the Fitton app, to give you the features you expect, 
and to protect both you and us. We rely on different legal bases for different types of processing: primarily the 
necessity to provide you the service (contract) and our legitimate interests in operating a safe and efficient 
platform. Where we rely on legitimate interests, we ensure that our interests are not overridden by your privacy 
rights by implementing data minimization and transparency (as described throughout this Policy). If we ever seek 
to rely on consent (for example, for optional new features or certain marketing/ad cookies), we will make sure 
to ask you clearly, and you can withdraw consent at any time. We do not engage in any solely automated 
decision-making that has legal or similarly significant effects on you – any automated scoring (like your fitness 
score) is purely to gamify the experience and can be manually overridden or adjusted in context (and of 
course, you can always contact us if you think something’s wrong with your score!). There is no algorithm 
secretly denying you service or anything of that sort.

5. How We Share or Disclose Your Data

We do not sell your personal data to anyone, and we only share it in limited situations necessary for the 
operation of Fitton or as required by law. We may share your information with the following categories of 
recipients:

� Other Fitton Users (Limited Profile Info): If you participate in Fitton’s social features, some of your basic 
profile information and in-app achievements will be visible to other users. For example, if there is a public 
leaderboard for a fitness challenge, we might display your Telegram username or first name alongside your 
score/points so that others can see the top performers. Similarly, if you join a squad (team) or community 
challenge, other members of that squad will see that you have joined, along with any avatar or profile name 
you’ve set. We limit this to what is necessary: typically name, profile photo (if not hidden), and relevant game 
stats (like level or points). We do notdisclose contact info, full Telegram ID, or anything sensitive to other 
users. This kind of sharing is inherent in the competitive gamification aspect of Fitton – the community 
features won’t work if nobody can see any info about other participants. However, as noted, you have 
control: if you prefer to stay private, you may use an alias on Telegram and/or hide your profile from 
leaderboards. If you choose to hide, we will not display you publicly. Also, Fitton does not generate any 
publicly searchable content. Nothing about you in Fitton is indexed by search engines or accessible outside 
the app. Only other players within the Fitton ecosystem (or invited to the same challenge) might see your 
limited info. We expect all users to respect each other’s privacy; misuse of someone’s info in violation of our 
terms can result in a ban. (Note: If you voluntarily use a Fitton feature to share your results externally – for 
example, posting a screenshot of your workout summary to a Telegram group or sharing a referral link – that 
is under your control; Fitton just facilitates the sharing at your request)�

� Service Providers and Data Processors: We use a number of trusted third-party companies to help us 
operate Fitton. These service providers only process your data on our behalf and under our instructions 
(they are bound by data processing agreements under GDPR). The main types of service providers we use 
are�

� Cloud Hosting and Infrastructure: Fitton’s servers and databases are hosted on Amazon Web Services 
(AWS). AWS provides the physical and cloud infrastructure that stores and processes our data. Thus, any 
personal data you provide (your profile info, activity stats, etc.) may be stored on AWS servers. We 
primarily use data centers located in the UK or European Union for storage (see Section 6 on transfers) to 
keep data regional. AWS, as our processor, may technically have access to data for troubleshooting or 
maintenance, but they do not use your data for any purpose other than providing us with storage and 
computing power. We rely on AWS’s robust security measures to protect your data at rest and in transit, 
and we have a contract in place with AWS that includes GDPR-standard protections�

� Analytics Services: As described in Section 3, we use Google Analytics to gather aggregate usage data. 
Google acts as a data processor in providing these analytics. They may use cookies or similar identifiers 
to differentiate users and record app events . We have configured Google Analytics not to collect 
personally identifying information (and IP anonymization is enabled). Google may process this data on 
servers globally (often in the USA), but they are certified under frameworks for data protection and we 
have appropriate safeguards (see Section 6). We also use the Telegram Analytics SDK for Mini Apps, 
which sends anonymized usage events to Telegram’s analytics platform . Telegram uses this data to help 
us with insights and to rank the app in their mini app catalog. Per Telegram’s documentation, this SDK 
does not collect private info like names or chats – it focuses on event counts (app opens, feature usage) 
and does so in a GDPR-compliant manner . Both Google and Telegram are prohibited from using the 
analytics data for their own purposes beyond providing services to us�

� Advertising Partners: While Fitton currently does not display third-party ads to users in the app, we have 
reserved the possibility to include advertising or sponsorship in the future to support the platform. We 
might partner with advertising networks or use Telegram’s own Ads Platform for showing sponsored 
content. If and when this occurs, these partners might receive certain device data in order to serve or 
tailor ads. For example, an ad partner might collect your device identifier, approximate location (via IP 
address), or information about your interactions with the app (like the fact you opened Fitton and saw an 
ad) . They use this data to deliver and measure ads, and to avoid showing you the same ad too many 
times. We will not share your name, contact info, or any workouts data with advertisers – any targeting 
would likely be contextual or based on broad device info. If Telegram’s advertising platform is used, it may 
rely on data Telegram already has about you as a Telegram user (which is outside our control). We will 
ensure that any ad partners we use are compliant with privacy laws, and if legally required, we will 
prompt you for consent before enabling any personalized advertising. You will also have the ability to opt 
out of targeted advertising if it’s introduced. We will update this Policy to specifically name any ad 
networks or SDKs in use once we deploy them. (Monetag, a third-party Telegram monetization network, is 
an example of a platform that might serve ads in mini apps; if we integrate such solutions, we will disclose 
it here. As of the last update, we haven’t actively integrated Monetag or similar ad services, but it remains 
a future possibility)�

� Payment Processors: For handling any payments, we rely on external processors. Currently, for Telegram 
Stars purchases, the processing is done by Telegram and the respective mobile app stores (Apple or 
Google) . They collect the payment from you and then credit us (or our bot) with the appropriate value in 
Stars. Telegram shares with us only what’s needed to confirm the purchase (no sensitive payment info). In 
future implementations of direct payments, we plan to use Stripe (for credit card transactions). Stripe 
would process your payment details securely; we might receive a transaction ID, your name and email (if 
provided for receipt), and the payment amount/status from Stripe. All such processors are PCI-DSS 
compliant and handle financial information with industry-standard security. They may have their own 
privacy policies (e.g., Stripe’s privacy policy) which we will make available when we roll out those options. 
We only share data with payment processors to the extent needed to complete transactions (for example, 
if you initiate a payment, we may send your userID or order info to Stripe and they send back 
confirmation). Additionally, if you choose to redeem blockchain tokens or NFTs for external value, we 
might integrate with crypto-exchange APIs or wallets (such as a TON wallet provider) to facilitate that – 
again, that would be at your initiation and we’d only relay the necessary data (like your user ID and the 
token details) to execute your request. We do not ourselves ever see your full credit card number, bank 
account, or private keys�

� Communications Tools: If we send out emails or notifications outside Telegram, we might use a service 
like an email service provider (for example, Mailchimp, SendGrid) to manage mailing lists or a service for 
sending SMS if needed (though currently all communications are via Telegram itself or in-app). If you email 
us, your email will be processed through our email service provider and we’ll obviously see your address 
and message. We treat these communications confidentially and only use such services to assist in our 
direct communication with you.


All our service providers are carefully vetted and contractually bound to protect your data. They cannot use 
your information for anything other than the specific services they are providing to us�

� Telegram (the Platform): Given that Fitton operates entirely within Telegram’s ecosystem as a Mini App (and 
bot), certain data is technically shared with Telegram by default. When you use Fitton, you are interacting 
with a Telegram bot (@fittonapp_bot) and possibly a Web App within Telegram. Telegram has access to the 
fact that you started the Fitton bot and any commands or inputs you send through the Telegram interface to 
the bot. For instance, if you click “Open Fitton” or send a command like /start, that action goes through 
Telegram’s servers. Telegram also provides us with your user identity as described (your Telegram ID and 
profile info) in the initialization data . We should clarify that Telegram is an independent data controller for 
the information it holds about you as a Telegram user. Your use of Fitton is subject to Telegram’s Terms of 
Service and Privacy Policy. Telegram may log your interactions with the Fitton bot (as it does for any bot) and 
could potentially access messages if needed for their platform’s abuse prevention. However, the content of 
your Fitton usage (like the specifics of your workouts or data we process within the Web App) is not 
necessarily visible to Telegram beyond what’s needed to run the bot (Telegram doesn’t see the camera feed 
or the internal logic of our Web App). We do send certain event data to Telegram’s Analytics SDK as noted, 
but that is anonymous . In summary, using Fitton implies sharing data with Telegram itself; while we can’t 
control Telegram’s own data practices, we limit our integration to only what’s necessary. We recommend 
reviewing Telegram’s privacy settings (for example, you can control whether your profile photo or phone 
number is visible to bots/apps) and adjust them to your comfort level. If you have concerns about Telegram’s 
handling of data, you might choose not to use Fitton until you’re comfortable, but know that Fitton itself uses 
your Telegram data only in the ways described in this policy�

� Blockchain Networks (Public Disclosure): As mentioned under blockchain data, when you engage with on-
chain features, some information is written to the TON blockchain, which is publicly accessible by design. This 
isn’t “sharing” in the traditional sense where we choose a recipient – instead, it’s inherent to using a 
decentralized network. For example, if you win 10 TON tokens for a fitness challenge and we transfer those 
to your wallet, the TON blockchain will show a transaction from our distribution wallet to your wallet of 10 
TON tokens. This record is public and permanent. It may include your wallet address and the amount (and 
timestamp), which can be observed by anyone (and potentially indexed by blockchain explorers). No 
personal name or user account is tied to that on the blockchain, but if someone already knows which wallet 
is yours, they could see that it received tokens from Fitton. We want you to be aware of this transparency. 
We don’t broadcast your identity on-chain, but the nature of blockchain means global data transfer and 
public availability. This falls outside of our direct control or ability to erase since blockchain entries are 
immutable. By using these features, you are essentially consenting to this public ledger recording. If that is 
not acceptable, you may refrain from using the token/NFT features. Aside from public blockchain, we do not 
publish your data openly anywhere else�

� Legal Requirements and Protection of Rights: We may disclose personal information to third parties (such as 
courts, law enforcement authorities, regulators, or legal counsel) when we believe, in good faith, that such 
disclosure is necessary to comply with a legal obligation or valid legal process (e.g., a court order, subpoena, 
or law enforcement request) . For instance, if law enforcement officially requests data in relation to a criminal 
investigation and the request is lawful and necessary, we may be required to provide the minimal data 
responsive to that request. Additionally, we will disclose data if necessary to protect our rights or the rights 
and safety of others . This could include sharing information in connection with investigating and preventing 
fraud, security breaches, or other harm. For example, if someone is attempting to hack the app or harm our 
infrastructure, we may share relevant logs with cybersecurity experts or authorities. Or if a user threatens 
violence or engages in other illegal behavior via our platform, we might report that (along with any pertinent 
data) to the appropriate authorities. We will also use and disclose data as needed to enforce our Terms of 
Service or agreements, or to collect debts owed to us. We will only do these things when lawful and justified 
– we’re not in the business of arbitrarily handing out data, and we will always consider your privacy rights 
before disclosing information under this category. If we receive a government request for your data, our 
policy is to review it carefully and only comply if it’s legally valid and necessary. Wherever possible and 
legally permitted, we may attempt to notify you of such requests (for example, if a government demands 
data about your account, we might let you know unless we are prohibited by law from doing so)�

� Business Transfers: If in the future Fitton (FITFUN LIMITED) undergoes a business transaction such as a 
merger, acquisition by another company, sale of assets, or investment, your personal data may be transferred 
to the successor or new owner as part of that deal . For example, if another company acquires Fitton to 
continue its development, the user data would likely be one of the assets transferred so that service can 
continue uninterrupted. In such a case, we will ensure that the new owner is contractually obliged to honor 
the commitments we have made in this Privacy Policy (unless you are notified of changes and given a 
choice). Similarly, if we ever go through bankruptcy or reorganization, your data may be considered an asset 
subject to those proceedings. We would still seek to protect it and keep you informed. Note that any such 
transfer would not change your privacy rights – the new entity would step into our shoes as data controller 
and your information would remain subject to the protections here (unless you consent otherwise or the law 
permits a change with notice). We will notify users of any ownership change or major corporate merger that 
affects personal data via prominent notice in the app or other channels�

� With Your Consent or At Your Direction: Apart from the scenarios above, we will share your personal data 
with others if and only if you explicitly request or consent to it. For instance, if in the future we integrate 
with a third-party health app and you choose to link your Fitton data to that app, we would send your data 
to that third party with your consent. Or if you ask us to share your testimonial or success story on our social 
media, and you consent to that use of your info, we’d do so as per your instruction. You are generally in 
control of any voluntary sharing – for example, any time you click a “Share” button in Fitton (to post your 
achievement to a friend or group), that’s you initiating a share, and we just facilitate it. We won’t share to any 
third-party on your behalf without you taking action or saying “yes” to it. If new integrations or data sharing 
use-cases arise, we will obtain your consent where needed.

To reiterate, we do not disclose your data to unauthorized parties. All recipients either act on our behalf 
(service providers) or are part of using the app (other users, when you engage socially) or are scenarios where 
the law or your own actions dictate the sharing. We strive to be transparent about who gets your data. If you 
have any questions about third parties that may have access to your info, please contact us (Section 12) and 
we’ll be happy to provide more specific info.

6. International Data Transfers

Fitton is operated by a UK-based company, and we primarily store and process data in the United Kingdom or 
other countries in the European Economic Area (EEA). At the time of writing, our main servers are in data 
centers in the UK/EU region. We do not actively transfer personal data outside the UK/EEA for our own 
operations, and we have not made specific declarations to regulators about international transfers because we 
aim to keep data local. However, in today’s cloud-based environment, some data flows could involve other 
jurisdictions, and we want to be fully transparent about that.

Use of Global Service Providers: Some of our third-party providers may process or back up data in other 
countries. For example, as noted, we use AWS for hosting. If our application or database is hosted in an EU or 
UK region, AWS will keep that data in that region by default (replicating it across availability zones within that 
region) . We endeavor to choose EU/UK regions for our resources. However, AWS is a global company, and it’s 
possible that for certain services (or in emergency backups), data could be mirrored to servers outside of 
Europe. We also use Google Analytics, which typically involves processing data in the United States (Google’s 
analytics servers) . Additionally, if you are using Fitton from outside the UK/EU (say, from Ukraine or elsewhere), 
your data will inherently travel over international networks to reach our servers in the EU, which is another form 
of transfer.

Telegram and TON networks: Telegram’s infrastructure is distributed worldwide. When you interact with Fitton on 
Telegram, your data is subject to Telegram’s routing – Telegram may transfer data about your bot usage across 
its global server network to deliver the service. Similarly, the TON blockchain is global; any on-chain data is 
accessible internationally by the nature of the blockchain (e.g., someone in any country can see TON 
transactions on the ledger).

Given these factors, we treat any potential access or storage of personal data outside the UK/EU with care. If 
your personal information is transferred to, stored in, or accessed from a country outside the UK or EEA that 
does not have an “adequate” level of data protection as determined by UK/EU authorities, we will implement 
appropriate safeguards to protect your information . These safeguards may include:

� Relying on European Commission-approved Standard Contractual Clauses (SCCs) and the UK International 
Data Transfer Addendum in our contracts with service providers (this is likely the case with AWS, Google, 
etc., as they include such clauses to legally cover EU->US data flows) . These clauses contractually require the 
recipient to protect your data to GDPR standards�

� Ensuring providers comply with frameworks like the EU-U.S. Data Privacy Framework or other certification 
mechanisms (for instance, Google might be certified or have measures under these frameworks)�

� In the case of transfers to the TON blockchain (which can’t have a contract, as it’s a decentralized network), 
we base it on your explicit action and necessity for the service – essentially, if you choose to engage in that, 
it’s a transfer you initiate. Nonetheless, we consider that data as published (and not confidential personal 
data under GDPR’s typical regime due to its public nature).

We want to note that laws vary by country. Personal data stored or flowing outside your home jurisdiction might 
be subject to less protective laws and could be accessible to foreign governments or law enforcement under 
certain conditions . For example, data in the US might be subject to lawful requests by US authorities. We will do 
our best to resist any undue or overly broad government demands, and we will only disclose information if 
required as described in Section 5.

If we need to significantly change where we process data (say, moving all data storage to a non-EU country), 
we will update this policy and, if required, seek your consent or provide an opt-out. Our aim is to keep your 
data as protected as if it never left your region, through both contractual and technical measures.

You have the right to inquire about our data transfer mechanisms or to get a copy of relevant safeguards (like 
the SCCs) – you can contact us for that.

In summary, while we currently do not intentionally transfer your personal data outside the UK/EU except as 
needed to deliver the service (and with safeguards in place), the use of global technology services means some 
data might transiently or incidentally be processed internationally. We continuously monitor the legal landscape 
for international data transfers and will ensure any cross-border data handling complies with UK GDPR 
requirements.

7. Data Retention

We retain your personal information only for as long as necessary to fulfill the purposes for which we collected 
it, as described in this Privacy Policy, and to comply with legal and business obligations . In practice, this means:

� Active Account: For as long as you have an active Fitton account and use the service, we will keep your data 
on file. This allows us to provide you with your historical workout data, maintain your progress in challenges, 
and avoid you having to re-register. All data categories listed in Section 3 are retained while your account is 
active�

� Account Deletion: If you choose to delete your Fitton account (or if you request us to delete your data), we 
will take steps to remove or anonymize personal data associated with you. Specifically, we will erase personal 
identifiers (like your Telegram ID link to data) and either delete other stored data or aggregate it so it’s no 
longer tied to you. Section 8 describes how you can initiate deletion. We aim to execute deletion requests 
promptly (typically within 30 days of verification, unless a different timeframe is required by law)�

� Inactive Accounts: If you stop using Fitton without formally deleting your account, we will retain your data for 
a reasonable period in case you return. Our general policy is to retain user data for up to 5 years from your 
last interaction with the app. This retention period is chosen to accommodate users who may take long 
breaks (for example, someone might stop using Fitton for a couple of years and then come back – we’d like 
them to find their past progress intact). After 5 years of complete inactivity, we will either delete your 
personal data or anonymize it. “Inactivity” generally means you haven’t opened the Fitton app or bot, nor 
engaged in any Fitton-related activity, in that timeframe. We may send a reminder before deletion if feasible. 
(Keep in mind, if your Telegram account itself is deleted or banned by Telegram before then, we might not 
have a way to notify you.�

� Transactional and Legal Record-Keeping: In some cases, we may retain certain information for longer than 
the period of active use, if needed for legal reasons. For example, we may keep payment transaction 
records, invoices, or support communications for a certain number of years as required by tax law, 
accounting rules, or regulatory requirements. Even if you delete your account, we might retain a record that 
“User X purchased a subscription on 2025-06-01” for financial auditing purposes if law mandates it. However, 
in our systems, such records would typically be disassociated from your personal identity (we might keep an 
order number but not your name, or archive an email communication offline in legal files). We also may need 
to retain information to resolve disputes, enforce our agreements, or defend against potential legal claims . 
For instance, if we banned a user for misconduct, we might keep evidence of that behavior for a while in 
case of appeals or to prevent the user from circumventing the ban�

� Backup and Archival: It’s important to note that due to the nature of computer systems, residual copies of 
your data might persist in backups for a short period even after active deletion. Our backup systems run on 
cycles. If you delete your account, your data will be marked for deletion in our live databases immediately, 
and then purged from backups as those rotate out. We typically do not restore data from backups except in 
disaster recovery scenarios. Any backup restoration will also include the logic to honor deletion marks where 
feasible. In any case, backups are securely stored and protected.

After the retention period expires or the data is no longer needed, we will either securely delete your personal 
information or anonymize it (so that it can no longer be associated with you) . For example, we might retain 
aggregated statistics about app usage (like “total number of squats done in Fitton this year”) indefinitely, but 
without any data that identifies individual users.

If you wish for us to delete your information sooner (for instance, you don’t want us to hold onto it for the full 
inactive period), you have the right to request deletion at any time – see Section 8 on your rights. We will 
comply unless we have a specific legal reason not to (which is uncommon and we would explain to you, e.g., an 
ongoing legal issue requiring retention of certain data).

In summary, Fitton’s policy is to store personal data for no longer than 5 years after your last use, and to purge 
data sooner when it’s no longer needed. We believe this retention period balances utility (letting returning users 
recover their progress) with data minimization. We will periodically review the data we hold and delete anything 
that we no longer require.

8. Your Rights Under Data Protection Law

As a user of Fitton, and particularly if you are located in the UK or EU (where GDPR applies), you have a number 
of important rights regarding your personal data. We are committed to upholding these rights. Below, we outline 
those rights and how you can exercise them:

� Right to Access: You have the right to request confirmation of whether we are processing your personal 
information, and if so, to obtain a copy of the personal data we hold about you . This is often called a “Data 
Subject Access Request.” You can ask us to provide you with a copy of your data in a common electronic 
format. For example, you might want to know what information we have associated with your account – we 
will provide things like your profile info, activity stats, etc., that we have in our databases. (Note: Most of this 
you can see in the app itself, but you’re entitled to a full export on request.�

� Right to Rectification: If any of your personal data we have is inaccurate or incomplete, you have the right to 
have it corrected . For instance, if you notice that your username or profile info in our records is wrong, or if 
somehow a typo slipped into data we store, let us know and we will fix it. In many cases, you can update 
certain information yourself – e.g., updating your Telegram profile name will automatically reflect in Fitton, or 
we may provide in-app settings to change things like your preferred display name or avatar. For anything 
you cannot change, contact us and we will rectify it�

� Right to Erasure (Deletion): You have the right to request deletion of your personal data . This is sometimes 
known as the “right to be forgotten.” In plain terms, you can ask us to delete all personal information we 
have about you. The easiest way to do this in Fitton is likely by using an account deletion option (if available 
in-app) or contacting us directly with a deletion request. Once we verify your identity (to prevent fraudulent 
requests), we will proceed to remove your data from our active systems and refrain from further processing. 
As noted in Section 7, there are limited circumstances where we might retain some data despite a deletion 
request (e.g., for legal compliance). But generally, if you ask to be erased and there’s no overriding need to 
keep data, we will delete your account and personal info. Keep in mind, deletion is irreversible – if you later 
decide to use Fitton again, you’d be starting fresh. Also, note that if you have received tokens on the 
blockchain, we cannot erase those transactions from the blockchain (as explained), but we can delete what 
we store about those on our side�

� Right to Restrict Processing: You have the right to ask us to restrict or pause the processing of your 
personal data in certain circumstances . For example, if you contest the accuracy of data or object to our 
processing, you can request a restriction – meaning we will stop using the data (beyond simply storing it) 
until we address your concern. You might exercise this right if, say, you think we shouldn’t be processing 
certain data pending a correction or a resolution of a dispute. When processing is restricted, we will not 
actively use your data but may keep it just to ensure we don’t use it improperly�

� Right to Object: You have the right to object to our processing of your personal data when that processing 
is based on our legitimate interests (or those of a third party) . You also have a specific right to object if we 
were processing your data for direct marketing (which we are not doing currently). In practice, if you 
disagree with how we handle data under legitimate interest, you can voice an objection. For example, if you 
object to the use of your data for analytics or for advertising purposes, we will consider your objection and 
comply unless we have compelling legitimate grounds to continue that processing. Typically, for any 
marketing or non-essential processing, we would honor an opt-out immediately. If you object to a core 
processing necessary for the service (e.g., using your data to log you in), we might have to explain that we 
cannot provide the service without that, and you might need to stop using the service for us to fully stop 
processing that data. Regardless, we will respond to and discuss every objection rationally�

� Right to Data Portability: You have the right to receive the personal data you provided to us, in a structured, 
commonly used, machine-readable format, and the right to transmit that data to another service (or have us 
transmit it where technically feasible) . In other words, you can ask for an export of your data in a format like 
JSON or CSV, which you could then import into another app or just keep for your records. This right applies 
to data processed by automated means that you provided or that was generated by your use of the service. 
For Fitton, that could include your workout history, points, etc. If you require, we’ll do our best to provide a 
comprehensive file. If technically feasible and if you request, we could even send it directly to a new 
provider (though since Fitton’s data is quite specific, direct transfer might not be relevant unless there’s an 
interoperable service)�

� Right to Withdraw Consent: In cases where we rely on your consent to process data (which would typically 
be for optional features or communications), you have the right to withdraw that consent at any time . For 
example, if you earlier agreed to receive a newsletter, you can unsubscribe (withdraw consent) and we will 
stop that processing. Withdrawing consent does not affect the lawfulness of processing that happened 
before the withdrawal. Also, if we ever ask for consent for things like personalized ads or use of a certain 
sensor (like location), you can always say “no” or later change your mind. We make sure that consenting is 
not a prerequisite for using the service (except where the data is strictly necessary)�

� Right to Opt-Out of Marketing: Although we currently do not send marketing messages, you have the right 
to opt-out of receiving any direct marketing communications from us at any time . We will always include an 
unsubscribe mechanism if we send emails, and you can also contact us to be removed from any marketing 
lists. We commit that we won’t spam or annoy you, and we’ll act swiftly on opt-out requests�

� Right Not to be Subject to Automated Decisions: As mentioned, we do not perform any fully automated 
decision-making that produces legal or similarly significant effects (like credit scoring or job suitability 
algorithms). Therefore, this isn’t applicable in a harmful way in Fitton. The only automated processes are in-
game scoring and analytics, which are either core features or have minimal impact on rights. But generally, 
you have the right to not be subject to a decision based solely on automated processing that significantly 
affects you. If you believe Fitton has any such process, let us know and we will provide information and 
accommodate your rights (including a human review if there ever were an automated decision of 
significance)�

� Right to Complain to a Supervisory Authority: If you believe we have infringed your data protection rights or 
processed your data unlawfully, you have the right to lodge a complaint with a data protection regulator. 
FITFUN LIMITED is UK-based, so our lead supervisory authority is the UK Information Commissioner’s Office 
(ICO). You can contact the ICO (for example, via ico.org.uk) to report concerns. If you’re in the EU, you may 
also contact your local Data Protection Authority. We would, however, appreciate the chance to address your 
concerns directly before you do this – we encourage you to contact us first, and we will try our best to 
resolve any issue amicably and quickly.

To exercise any of your rights, you can contact us using the information provided in Section 12 (Contact Us). 
Please clearly state what right you wish to exercise and provide necessary information so we can verify your 
identity (we need to ensure we’re modifying or disclosing data to the correct person!). For example, if you are a 
Telegram user, contacting us from your Telegram account or providing your Telegram username/ID helps us 
verify it’s you. For more sensitive requests like access or deletion, we might ask for additional confirmation. We 
will respond to your request as soon as possible, and in any event within the timeframe required by law 
(generally within one month, extendable by another two months for complex requests – but we aim to be 
faster).

Exercising your rights is free of charge. However, if a request is manifestly unfounded or excessive (for instance, 
repetitive requests), we may either charge a reasonable fee or refuse the request (as allowed by law), but we’ll 
provide an explanation in such cases. We value transparency and control for users, so we will do everything we 
can to honor your requests and provide you with control over your data.

9. Data Security Measures

We take the security of your personal data very seriously. FITFUN LIMITED implements a variety of technical and 
organizational measures to protect your information from unauthorized access, alteration, disclosure, or 
destruction. However, please remember that no system can be 100% secure – we strive to protect your data, 
but we cannot guarantee absolute security.

Here are some key measures and practices we have in place:

� Encryption: Wherever possible, we use encryption to protect data. Data transmitted between your device and 
our servers is protected using HTTPS (TLS encryption). This means that communications (like when the Web 
App sends your workout results to our server or when data is sent to Google Analytics) are encrypted in 
transit and cannot easily be intercepted. For any sensitive data at rest (stored on disk), we utilize encryption 
provided by our cloud services. For example, our databases on AWS have encryption at rest enabled. 
Additionally, if we ever store passwords or tokens, they are hashed or encrypted. (Note: Fitton currently relies 
on Telegram for login, so we don’t handle traditional passwords – that’s a plus for security.�

� Access Controls: We limit access to personal data strictly to personnel and service providers who need it to 
perform their duties. Our team is very small, and only authorized developers/administrators can access the 
server or database, and even then, they only access data if necessary for maintenance or support. We use 
authentication, keys, and, where possible, multi-factor authentication for our administrative access. Internal 
policies restrict any unauthorized use of user data – for example, our admins won’t randomly browse user 
workout data unless there’s a user support reason or debugging requirement. Service providers processing 
data on our behalf (like AWS) are also contractually bound to maintain strict security and confidentiality�

� Security Testing and Updates: We regularly update our software and dependencies to patch security 
vulnerabilities. The Fitton application and backend are kept up-to-date with the latest security fixes for the 
frameworks and libraries we use. We also take advantage of security features offered by Telegram’s platform 
(for instance, Telegram’s Web Apps have some sandboxing and permission controls). Our AI and pose 
estimation models run in controlled environments. We periodically review our code for potential security 
issues, and if resources allow, we may conduct security audits or penetration testing (especially as we grow). 
Additionally, if we or others discover a bug that could pose a security risk, we act promptly to fix it�

� Local Data and Privacy Features: As mentioned earlier, media data from your workouts remains on your 
device – the Fitton app does not pull your exercise video streams to our server . This local-first approach 
means that even if our servers were compromised, there wouldn’t be caches of your personal workout 
videos or images there. Also, by planning features like background blur and on-device processing, we 
reduce the sensitive data that ever touches our systems in the first place . In effect, we try to minimize what 
we store to reduce risk (the principle of least privilege and data minimization)�

� Monitoring and Logging: We maintain logs of access to systems so that we can detect unusual activity. For 
example, AWS logs access to databases, and we monitor for failed login attempts or other anomalies. We also 
keep an eye on usage patterns through analytics that might indirectly hint at security issues (like a sudden 
massive spike in activity that could be a bot abuse). Our use of Telegram Analytics SDK and other telemetry 
can also help spot if something is off (e.g., someone trying to abuse the mini-app). While these logs and 
monitors are mainly for performance, we utilize them for security oversight too. We do not log any contents 
of your workouts or messages beyond what’s needed, but we do log events and errors which can be 
important in investigating any incidents�

� Training and Awareness: Our team is briefed on data protection and security practices. We handle user data 
carefully and avoid unnecessary exposure. As a small company, we don’t have formal security staff, but we 
keep updated on best practices. We also rely on community feedback – if a user or security researcher 
reports a vulnerability or privacy issue, we will respond and fix it as a top priority�

� Data Breach Response: Despite best efforts, if a security incident occurs (for example, unauthorized access 
to our systems, or data gets compromised), we have a response plan. We will quickly investigate the scope 
and cause of the breach. If personal data is involved, we will take appropriate measures to mitigate any harm 
(such as invalidating credentials, patching vulnerabilities). We will also notify affected users and relevant 
authorities when required . Under UK GDPR, we’re obligated to report certain breaches to the ICO within 72 
hours, and if the breach poses a high risk to users, we must inform those users without undue delay. We will 
do so via appropriate channels (Telegram notification, email, or an in-app alert, for example), and provide 
information on what happened and what steps you may need to take. We believe in being honest and 
upfront about security incidents�

� Secure Development: We follow secure coding practices. For instance, we sanitize inputs to prevent injection 
attacks, use proper authentication flows (relying on Telegram’s secure login verification for user identity), and 
separate environments (testing vs production data are separate, etc.). We also ensure that any third-party 
code or SDK we include (like analytics SDKs) are obtained from trusted sources and kept updated to avoid 
known vulnerabilities.

Please note that you also play a role in keeping your data safe. Since Fitton is tied to your Telegram account, 
securing your Telegram account (with a strong password, two-factor authentication, etc.) is crucial. If someone 
gains access to your Telegram, they could potentially access your Fitton data by using your account. Treat your 
Telegram login credentials with care. Also, be mindful of phishing – we will not ask you for personal data via 
random messages. Any official communication will come through our verified channels.

In conclusion, we strive to use industry-standard security measures to protect Fitton’s users. We continuously 
improve our security as the app grows. However, if you have any concerns about security or have discovered a 
vulnerability, please contact us immediately via the contact info below. We appreciate feedback and will 
acknowledge and act on credible security reports.

10. Children’s Privacy

Fitton is not intended for use by children under a certain age. In compliance with applicable laws and 
Telegram’s own policies, users must meet minimum age requirements to use our service:

� You must be at least 16 years old to use Fitton in most regions (this aligns with Telegram’s general age 
requirement of 16+ for its platform) �

� If you are in a country with higher age of digital consent, you must meet that age. For example, in the 
European Union and United Kingdom, Telegram requires users to be at least 18 years old to sign up , so if 
you are an EU/UK resident, you should be 18 or older to use Fitton�

� We do not knowingly collect personal data from anyone under the relevant age threshold (16 or 18 as 
applicable). Fitton does not target or market to children.

Our content is tailored for fitness enthusiasts, and some aspects (like cryptocurrency rewards or competition) 
are designed for a mature audience. If you are under 16 (or under 18 in EU/UK), please do not use Fitton. If we 
learn that we have inadvertently collected personal information from a child under the applicable age without 
proper consent, we will take steps to delete that information promptly.

Parents or guardians: if you become aware that your child under the required age has created a Fitton account 
or is using the app, please contact us. We will assist in removing any data and terminating the child’s account. 
While we cannot prevent a determined minor from accessing Telegram or our bot, we rely on age self-
attestation and Telegram’s enforcement. We encourage parents to supervise their children’s online activities and 
educate them about not sharing personal information.

If in the future we decide to offer a version of our services suitable for younger audiences, we will do so in 
compliance with all laws (such as obtaining verifiable parental consent under COPPA if in the US, etc.), and we 
would provide a different privacy notice. But our current service is geared towards adults and older teens only.

In summary, by using Fitton you affirm that you meet the minimum age requirements. We reserve the right to 
ask for proof of age or to disable accounts that we suspect are used by minors. This is to protect young users’ 
privacy and comply with regulations.

11. Changes to This Privacy Policy

We may update this Privacy Policy from time to time to reflect changes in our practices, technologies, legal 
requirements, or for other operational reasons. When we make changes, we will post the updated policy here, 
with an updated “Last updated” date at the top. If the changes are significant, we will also provide a more 
prominent notice or notification of the update. For example, we might announce changes via an in-app message 
or via Telegram message to users, or through our official website or channel.

Significant changes might include: addition of new data collection or usage purposes not covered in the current 
policy, changes in data retention periods, introduction of new third-party processors or ad networks, or if we 
were to engage in personal data uses that would require fresh consent. Minor changes, such as clarifications or 
typographical corrections, may not be broadly announced, but the revised policy will always be available for you 
to review.

We encourage you to review this Privacy Policy periodically to stay informed about how we are protecting your 
information. Your continued use of Fitton after any changes to this Policy will be deemed acceptance of the 
updated terms (provided we have given proper notice of material changes). If you do not agree with a change, 
you have the right to stop using the service and request deletion of your data.

For historical reference or transparency, we can provide earlier versions of this Policy upon request. We maintain 
an archive of changes to comply with accountability requirements.

In summary, we won’t surprise you with uses of your data that we haven’t told you about – if our data practices 
evolve, we will update this document and let you know. We value the trust you place in us and will always aim to 
handle personal data in accordance with the promises made here, unless we have your consent to do otherwise.

12. Contact Us

If you have any questions, concerns, or requests regarding this Privacy Policy or the handling of your personal 
data, please do not hesitate to contact us:

FITFUN LIMITED (Fitton) – Privacy Team

Email: info@fitton.ai

Address: 2nd Floor, College House, 17 King Edwards Road, Ruislip, HA4 7AE, United Kingdom

Alternatively, you may reach out to us via our official Telegram support channel @fittob_crew for general 
inquiries. However, for formal privacy requests (like exercising your rights), it’s best to use the email or written 
address above so we can authenticate and process your request efficiently.

We will respond to inquiries as quickly as possible, typically within a few business days. In case you contact us 
to exercise your data rights, we may need to ask you for some verification information (to ensure it’s really you 
making the request). We appreciate your understanding in that regard – it’s for your data security.

All communications will be handled confidentially. If you have a complaint or believe there has been a 
misunderstanding, we truly welcome the opportunity to make things right. Your feedback on privacy matters is 
valuable and helps us improve.

Thank you for reading our Privacy Policy. By using Fitton, you trust us with your information, and we are 
committed to honoring that trust by being transparent and fair in our data practices. We hope this document 
has clearly explained everything, but if anything remains unclear, please reach out and we’ll clarify it for you.


